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*** Start of change ***
Annex XX (normative):
Enablers in 5G System for external security monitoring 
XX.1 General
This Annex specifies the procedure to collect the NF related behaviour violation(s) (i.e., deviations from normal behaviour) related data and its exposure to the application function (i.e., it resides external to 3GPP domain which can be an operator’s security evaluation and monitoring entity/tool/platform e.g., a SIEM) for external security evaluation and monitoring. 
XX.2 Data collection and exposure to enable external security monitoring for the Network Functions
The behaviour violation(s) related data (i.e., malicious behavior) is identified related to various events observed in a NF (called as evaluation targets e.g., act as a data collection point). For external security monitoring, based on operator’s policy the data shall be collected related to various events such as (i) predefined service operation message violations (i.e., 3GPP specified service-based message exchanges described in TS 23.502 Clause 5.2 is considered as normal behaviour/operation). Any message violating the normal behaviour is considered for data collection (e.g., as it can be due to an error or malformed message), (ii) message requests exceeding configured limits (i.e., Based on operator policy the NFs can be configured with certain threshold for maximum number of messages that can be handled for a period. If that threshold exceeds, that information is considered for data collection), and (iii) the resource utilization information if exceeds resource utilization limits is considered for the data collection. These events specific data shall be collected as inference data (i.e., in the form of security logs/reports from the NF evaluation targets indirectly via the OAM by reusing and leveraging OAM data collection procedure specified in TS 23.288 Clause 6.2.3.2). Additionally, NF load and status information may also be collected as described in TS 23.588 clause 6.5.2. The data collection and exposure procedure to enable external security evaluation and monitoring is shown in Figure XX.2-1.  


Figure XX.2-1: Data collection and exposure procedure for external security evaluation and monitoring
1. The NWDAF based on operator’s local policy related to security monitoring determines to collect event(s) specific data and provides to the AF (i.e., external operator function) via NEF to enable security evaluation and monitoring.
2a-b. The NWDAF collects data related to NF load, status, and resource utilization by reusing existing data collection procedures specified in TS 23.288 clause 6.5.2 related to NF load, status (i.e., collection from NRF) and NF resource usage (i.e., collection from OAM) respectively.
2c. The NWDAF uses management service from OAM to additionally collect inference data related to the specific event identifiers (i.e., related to predefined service operation message violations, message requests exceeding configured limits) from one or more evaluation target NF(s). For OAM based data collection, the NWDAF reuses TS 23.288 clause 6.2.3.2 to collect inference data specific to the evaluation target NF(s) identification information and target event identifier(s). The OAM collects the inference data (e.g., as a form of security logs/reports) from the target evaluation NFs based on the events indicated and provides the collected inference data to the NWDAF. 
NOTE 1: The managements services used to collect the above data for security monitoring is up to the SA5 WG.
3a-b. The NWDAF sends the collected data to an external operator managed function (i.e., to enable security evaluation and monitoring) via the NEF and receives the response as an acknowledgement.
NOTE 3: The external operator function/entity, algorithm(s) or intelligence used for the security evaluation and monitoring is upto the operator’s implementation and it is out of 3GPP scope.
[bookmark: _Hlk130566321]Editor’s Note: The details on service operation message used between NWDAF to NEF and NEF to AF is FFS (e.g., For NEF service exposure to AF, existing NEF services (e.g., TS 23.502 Clause 5.2.6.2.2) can be reused as much as possible with the necessary adaptations. 

*** End of change ***
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